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Users & Security

Users & Security

- a very fine-grained level of detail in assigning permissions.

- User-level security allows the database administrator to group users with similar needs into common
pools. Permission can then be granted to work group instead of to individual users, easing the
administration of permissions.

The best practices for securing your system users, roles,& permissions are based on the following

ideas:

1. Rethink your roles
2. Know the defaults
3. Evaluate your elevated permissions

The importance of User's, Roles and Permissions

- Users are the people

- Roles are their Functions,and
- Permissions define what Authorizations those functions have.

Sample page for creating user account
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Sample page for the list of system Users
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Roles

- This is a principle by which developers create a systems that limit access or restrict operations
according to a user's defined role within a system. This is also often called role-based principle to
ensure that authorized users do not gain access to privileged information.

Sample page for Roles definition

@ DreamApps ERP++ UNLIMITED™ =| @ | & | [ | o O

DreamApps PH

Accounting Department

User |Roles| Access-Control Limits Groups Teams  Visibility = Managers  Locations  Accounts

s pioe b+

Role S User E] Active [¥] Activate?

Customer
Designer
Employee
Manager
Merchant
Site
Supplier
Tenant
User

Roles 50 |||=| =]

User

Teams

- After you have defined the Team, you can link the Team member to the Team and Role. By doing
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S0, you can access to any of the transaction entry by Team.

Sample page for creating by Teams

@ DreamApps ERP++ UNLIMITED™ =| B | & | 1 |

5w

DreamApps PH
Accounting Department

Roles Groups |Teams | Visibility

User Access-Control  Limits Managers  Locations  Accounts

ot e

Team 4, B T, TeamRole [Selecr] - Active [¥]Activate?

Limits

- The function on user Limit is activated for a particular transaction type only if you have set any limit

for at least one user for one transaction type.

Sample page for activating Limits

m Apps"ERP++ UNLIMITED™ =| & | 2 | O |

Accounting Department

User Roles  Access-Control |Limits| Groups  Teams

DreamApps PH

Visibility ~ Managers  Locations  Accounts
Clear Show | Top Previous Next Bottom @Add Update Delete +
Page zyusers 2 Restrict Command Field Name =5 Toa Maximum Limit of 0.00
Active [¥] activate? Notes
I<||< Limits 50 ||=(=>

Visibility

- Once you set up any value for a particular context, all users not satisfying the condition will be

barred from viewing any record in all lists in the system.

Sample page for setting visibility

@ DreamApps ERP++ UNLIMITED™ =| @ | 2 | 1 |

DIEF”

DreamApps PH
Visibility

User Roles  Access-Control Limits Groups  Teams |Visibility| Managers Locations  Accounts

g e+
Team [Select] - Context =% (A [Selecy BGroupQ Active [¥] Activate?
Account |

Employee
Item

Item Class
Supplier
Warehouse
[Select]
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